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Flow control and Error control: 

Data-link layer is responsible for implementation of flow control and error 

control mechanism. 

Flow Control: 

When a data frame is sent from one host to another over a single medium, it is 

required that the sender and receiver should work at the same speed. That is, 

sender sends at a speed on which the receiver can process and accept the data. If 

sender is sending too fast the receiver may be overloaded, and unable to process 

and receive then the data may lose. 

There are two types of mechanism used to control the flow 

i- Stop and wait 

ii- Sliding window 

Stop and Wait 

This flow control mechanism forces the sender after transmitting a data frame to 

stop and wait until the acknowledgement of the data-frame sent is received. 

 

Sliding Window 

In this flow control mechanism, both sender and receiver agree on the number 

of data-frames after which the acknowledgement should be sent. Unlike stop and 

wait flow control mechanism wastes resources, this protocol tries to make use of 

underlying resources as much as possible. 

Error Control 

When data-frame is transmitted, there is a probability that data-frame may be 

lost in the transit or it is received corrupted. 

 In both cases, the receiver does not receive the correct data-frame and sender 

does not know anything about any loss. 

In such case, both sender and receiver use some protocols which helps them 

to detect transit errors such as loss of data-frame.  

So that, either the sender retransmits the data-frame or the receiver may 

request to resend the previous data-frame. 



Requirements for error control mechanism: 

 Error detection - The sender and receiver, either both or any, must 

ascertain that there is some error in the transit. 

 Positive ACK - When the receiver receives a correct frame, it should 

acknowledge it. 

 Negative ACK - When the receiver receives a damaged frame or a 

duplicate frame, it sends a NACK back to the sender and the sender must 

retransmit the correct frame. 

 Retransmission:  The sender maintains a clock and sets a timeout period. 

If an acknowledgement of a data-frame previously transmitted does not 

arrive before the timeout the sender retransmits the frame, thinking that 

the frame or it’s acknowledgement is lost in transit. 

Data link layer uses three types of techniques available to control the errors by 

Automatic Repeat Requests (ARQ): 

i.  Stop-and-wait ARQ 

ii. Go-Back-N ARQ 

iii. Selective Repeat ARQ 

Stop-and-wait ARQ 

 

The following transition may occur in Stop-and-Wait ARQ: 



o The sender maintains a timeout counter. 

o When a frame is sent, the sender starts the timeout counter. 

o If acknowledgement of frame comes in time, the sender transmits 

the next frame in queue. 

o If acknowledgement does not come in time, the sender assumes 

that either the frame or its acknowledgement is lost in transit. 

Sender retransmits the frame and starts the timeout counter. 

o If a negative acknowledgement is received, the sender retransmits 

the frame. 

 Go-Back-N ARQ 

Stop and wait ARQ mechanism does not utilize the resources at their best. 

When the acknowledgement is received, the sender sits idle and does 

nothing. In Go-Back-N ARQ method, both sender and receiver maintain 

a window. 

 

The sending-window size enables the sender to send multiple frames 

without receiving the acknowledgement of the previous ones. The 

receiving-window enables the receiver to receive multiple frames and 

acknowledge them. The receiver keeps track of incoming frame’s 

sequence number. 



When the sender sends all the frames in window, it checks up to what 

sequence number it has received positive acknowledgement. If all frames 

are positively acknowledged, the sender sends next set of frames. If sender 

finds that it has received NACK or has not receive any ACK for a 

particular frame, it retransmits all the frames after which it does not 

receive any positive ACK. 

 Selective Repeat ARQ 

In Go-back-N ARQ, it is assumed that the receiver does not have any 

buffer space for its window size and has to process each frame as it comes. 

This enforces the sender to retransmit all the frames which are not 

acknowledged. 

 

In Selective-Repeat ARQ, the receiver while keeping track of sequence 

numbers, buffers the frames in memory and sends NACK for only frame 

which is missing or damaged. 

The sender in this case, sends only packet for which NACK is received. 

 

Multiplexing: 

Multiplexing which means multiple sources but one link. 



It is a technique by which different analog and digital streams of transmission 

can be simultaneously processed over a shared link. 

Multiplexing divides the high capacity medium into low capacity logical 

medium which is then shared by different streams. 

When multiple senders try to send over a single medium, a device called 

Multiplexer divides the physical channel and allocates one to each.  

At the receiver side a De-multiplexer receives data from a single medium, 

identifies each, and sends to different receivers. 

 
Types of Multiplexing: 

There are two basic techniques: 

1. FDM (Frequency Division Multiplexing) 

2. TDM (Time-Division Multiplexing) 

i- Synchronous TDM 

ii- Asynchronous TDM 

 
1. Frequency Division Multiplexing (FDM) – 

In this a number of signals are transmitted at the same time, and each source 

transfers its signals in the allotted frequency range.  

There is a suitable frequency gap between the 2 adjacent signals to avoid 

over-lapping.  

Since the signals are transmitted in allotted time so this decreases the 

probability of collision.  

The frequency spectrum is divided into several logical channels, in which 

every user feels that they posses a particular bandwidth. 

A number of signals are sent simultaneously on the same time allocating 

separate frequency band or channel to each signal. 

Therefore to avoid interference between two successive channels Guard 

bands are used. 



 

Advantages of FDM: 

1. A large number of signals (channels) can be transmitted simultaneously. 

2. FDM does not need synchronization between its transmitter and receiver for 

proper operation. 

3. Demodulation of FDM is easy. 

4. Due to slow narrow band fading only a single channel gets affected. 

2. Time Division Multiplexing (TDM) – 

TDM Occurs when data transmission rate of media is greater than that of the 

source, and each signal is allotted a definite amount of time. 

In frequency division multiplexing all the signals operate at the same time with 

different frequencies, but in time division multiplexing all the signals operate 

with same frequency at different times. 

 
It is of two types: 

1. Synchronous TDM – 

The time slots are pre-assigned and fixed. 

This slot is even given if the source is not ready with data at this time.  

In this case the slot is transmitted empty. 

It is used for multiplexing digitized voice stream. 



 
2. Asynchronous (or statistical) TDM – 

The slots are allocated dynamically depending on the speed of source or 

their ready state. 

It dynamically allocates the time slots according to different input channel’s 

needs, thus saving the channel capacity. 
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Switching and Routing: 

 

What is switching 

It is a mechanism which exchanges the information between different networks 

or different computers. 

Different types of data use different types of switching techniques. 

 

There are three type of switching techniques available: Circuit Switching, 

Packet Switching and Message Switching.  

Among three Circuit and Packet Switching are the most used techniques. 

Circuit Switching 

 Circuit switching is a switching method where an end-to-end path is created 

between two stations within a network before starting the data transfer. 

 It has three phases:  Circuit establishment, Transferring the data and 

circuit disconnect. 

 Circuit switching method has a fixed data rate and both the subscribers need to 

operate at this fixed rate.   

 Circuit switching is the simplest method of data communication 

where dedicated physical connections are established between two individual 

senders and receiver.  

 To create these dedicated connections, a set of switches are connected by 

physical links. 

 
 In the above picture three computers on the left side are connected with three 

desktops PCs on the right side with physical links, depending on the four circuit 

switches. 

 If the circuit switching is not used, they need to be connected with point-to-

point connections, where many numbers of dedicated lines are required, which 

will not only increase the connection cost but also increase the complexity of 

the system. 

 In this case routing decision is made when the routing path is being established 

in the network. 



 After the dedicated routing path is established the data continuously transmitted 

to the receiver destination.  

 The connection is maintained until the end of the data transfer.  

Three Phases in Circuit switching 

Setup phase  

 A dedicated routing or connection path is established between the sender and 

the receiver.  

 At this period End to End addressing, like source address, destination address 

is must create a connection between two physical devices.  

 The circuit switching happens in the physical layers. 

Data transfer  

 Data transfer happens only after the setup phase is completed and a dedicated 

path is established. 

 No addressing method is involved in this phase.  

 The switches use time slot (TDM) or the occupied band (FDM) to route the 

data from the sender to the receiver. 

 The data sending in this method is continuous and there may be periods of 

silence in data transmitting.  

 All internal connections are made in duplex form. 

Circuit disconnect phase 

 In this phase any one from the sender or receiver needs to disconnect the 

path, a disconnect signal is sent to all involved switches to release the 

resource and break the connection.  

 This phase also called as Teardown phase in circuit switching method. 

Advantages of Circuit Switching 

1. The data rate is fixed and dedicated because the connection is established using 

dedicated physical connection or circuits. 

2. As there are dedicated transmission routing paths involved, it is a good choice 

for continuous transmission over a long duration. 

3. The data transmission delay is negligible. No waiting time is involved in 

switches. So, the data gets transmitted without any prior delay in the 

transmission. 

Disadvantages of Circuit Switching 

1. Whether the communication channel is free or busy, the dedicated channel 

could not be used for other data transmission. 

2. It requires more bandwidth, and continuous transmission offers wastage of 

bandwidth when there is a silence period. 

3. It is highly inefficient when utilizing the system resource. 

4. It takes huge time during the establishment of physical links between senders 

and receivers. 

 

 



Packet Switching 

 In this method the data is divided into small pieces of variable lengths and then 

transmitted to the network line.  

 Each individual pieces of data are called as packets.  

 After receiving those individual data or packets, all are reassembled at the 

destination and thus making a complete file. 

 Due to this method, the data gets transferred fast and in an efficient manner.  

 In this method, no pre-setup or resource reservation is required like circuit 

switching method. 

 This method use Store and Forward techniques. 

 So each hop will store the packet first and then forward the packets to the next 

host destination. 

 Each packet contains control information, source address and destination 

address. Due to this packets can use any route or paths in an existing network. 

 If there is congestion at some path, packets are allowed to choose different path 

possible over existing network. 

There are two approaches in the packet switching network 

1. Virtual circuit based packet switching 

2. Datagram approach 

Virtual circuit(VC) based packet switching 

 Virtual circuit  based package switching is a mode of packet switching where 

a logical path or virtual circuit connection is done between sender and 

receiver.  

 VC stands for Virtual Circuit.  

 In this mode of packet switching operation, a predefined route is created and 

all packets will follow the predefined paths. 

 All routers or switches which are involved in the logical connection are 

provided a unique Virtual Circuit ID to uniquely identify the virtual 

connections.  

 It also has the same three-phase protocol used in circuit switching, Setup 

Phase, Data Transfer Phase and Tear down Phase. 

 
 In the above image, 4 PCs are connected with a 4 switch network and the data 

flow will be packet switching in Virtual circuit mode.  



 As we can see switches are connected with each other and share the 

communications path with each other.  

 Now in the virtual circuit, a predefined route needs to be established. If we 

want to transfer data from PC1 to the PC 4 the path will be directed from the 

SW1 to SW2 to SW3 and then finally at PC4.  

 This route is predefined and All SW1, SW2, SW3 are provided with a unique 

ID to identify the data paths, so the data is bound by the paths and could not 

choose another route. 

Datagram approach: 

 Datagram switching is completely different from VC based packet switching 

technology.  

 In Datagram switching, the path is dependent on the data.  

 The Packets have all the necessary information like Source address, destination 

address and Port identity etc.  

 So in connectionless datagram-based packet switching mode, each packet is 

treated independently.  

 They can choose different routes and the routing decisions are made 

dynamically when data are transmitting inside the network. 

 So, at the destination, the packets can be received out of order or in any 

sequence, there is no predefined route and the guaranteed packet delivery is 

not possible. To secure guaranteed packet receiving, additional end system 

protocols need to be configured. 

 In this mode of packet switching, there is no setup, transmit and teardown 

phase is involved. 

 
 Again in the above image, 4 computers are connected and we transferring data 

from PC1 to PC4.  

 The data contains two packets labeled as 1 and 2. As we can see, in Datagram 

mode, packet 1 chose to follow the SW1- SW4-SW3 path whereas Packet 2 

chose the route path of SW1- SW5- SW3 and finally reached PC4.  

 The packets can choose different path depending on the delay time and 

congestion on other paths in Datagram packet switching network. 



Advantages of Packet Switching 

Packet switching has following advantages over the circuit switching as given 

below: 

1. Efficient in terms of Bandwidth. 

2. Transmission delay is minimum 

3. Missing packets can be detected by the destination. 

4. Cost-effective implementation. 

5. Reliable when busy path or links breakdown is detected in the network. 

Packets can be transmitted by other links or can use a different path. 

Difference between packet switching and circuit switching 

Circuit – Switching Packet – Switching 

It is a connection oriented network 

switching technique. 

It is a connectionless network 

switching technique. 

A dedicated path has to be established 

between the source and the destination 

before transfer of data commences. 

Once, the data is transmitted, the path 

is relinquished. 

There is no need to establish a 

dedicated path from the source 

to the destination. 

It is inflexible in nature since data 

packets are routed along the same 

dedicated path. 

Each packet is routed separately. 

Consequently, it is flexible in 

nature where the different data 

packets follow different paths. 

It was initially designed for voice 

transfer. 

It was initially designed for data 

transfer. 

The entire message is received in the 

order sent by the source. 

The individual packets of the 

message are received out of 

order and so need to be 

reassembled at the destination. 

It is implemented at Physical Layer. It is implemented at Network 

Layer. 

It is not a store and forward 

transmission. 

It is store and forward 

transmission. 

Data is processed and transmitted at 

the source only. 

Data is processed and 

transmitted, not only at the 

source but at each switching 

station. 



X.25 

X.25 was a standard suite of protocols used for packet-switched 

communications over a wide area network — a WAN. A protocol is an agreed-

upon set of procedures and rules. Two devices that follow the same protocols can 

understand each other and exchange data.   

X.25 was developed in the 1970s to carry voice over analog telephone lines 

— dial-up networks — and is one of the oldest packet-switched services. 

Presently, it is used for networks for ATMs and credit card verification.  

X.25 Structure: 

Each X.25 packet contained up to 128 bytes of data.  

The X.25 network handled packet assembly at the source device, the delivery, 

and the reassembly at the destination.  

X.25 has three protocol layers 

  Physical Layer: It lays out the physical, electrical and functional 

characteristics that interface between the computer terminal and the link to the 

packet switched node. X.21 physical implementer is commonly used for the 

linking. 

 Data Link Layer: It comprises the link access procedures for exchanging data 

over the link. Here, control information for transmission over the link is 

attached to the packets from the packet layer to form the LAPB frame (Link 

Access Procedure Balanced). This service ensures a bit-oriented, error-free, 

and ordered delivery of frames. 

 Packet Layer: This layer defines the format of data packets and the 

procedures for control and transmission of the data packets. It provides 

external virtual circuit service. Virtual circuits may be of two types: virtual call 

and permanent virtual circuit. The virtual call is established dynamically when 

needed through call set up procedure, and the circuit is relinquished through 

call clearing procedure. Permanent virtual circuit, on the other hand, is fixed 

and network assigned. 

Equipment used 

 X.21 implementer 

 DTE: Data Terminal Equipment 

 DCTE: Data Circuit Terminating Equipment 

Routing in Packet switching: 

 The routing technique is used in packet switched datagram network. 

 As there is no setup or teardown phases, how are the packets routed to their 

destinations in a datagram network?  

 For that reason, each switch has a routing table which is based on 

destination address.  



 The routing tables are dynamic and it gets updated periodically. 

 The destination addresses and the corresponding output port are updated in 

the routing table. 

 Every packet in the datagram network contains a header which consists of 

destination address and port number. 

 When switch receives a packet, the destination address of the packet is 

examined. 

 Then from the routing table the corresponding port number is being 

retrieved and packet forwarded. 

Destination 
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Output port 
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Network layer Performance 

The performance of a network can be measured in terms of delay, throughput and 

packet loss. 

And the congestion control is used to improve the performance. 

Network delay:  

The amount of time it takes for a packet to go from point A to point B. If Point 

A is the source and point B is the destination, then the delay is called an end to 

end delay. 

The types of delays encountered in a packet-switched network are: 

 Propagation delay 

 Transmission delay 

 Queuing delay 

 Processing delay 

Throughput 

The number of data is transmitted during a specified time period over a network 

is called throughput. 

Packet Loss: 

It is defined as the number of packets lost during transmission. 

The causes of packet loss include inadequate signal strength at the destination, 

natural or human-made interference, excessive system noise, hardware failure, 

1 

3 2 

4 



software corruption or overburdened network nodes. 

Congestion: 

 Congestion in a network may occurs due to the load on the network. 

If the number of packets sent to the network is greater than the capacity of the 

network which a network can handle, then congestion occurs and it slows down 

the response time. 

Effect of congestion: 

 As delay increases, performance decreases. 

 If delay increases, retransmission occurs, making situation worse. 

 

Congestion control in packet switching network: 

Congestion control refers to the techniques used to control or prevent 

congestion. Congestion control techniques can be broadly classified into two 

categories: 

 i-Open Loop Congestion Control 

ii-Closed Loop Congestion Control 

Open Loop Congestion Control: 

Open loop congestion control policies are applied to prevent congestion before it 

happens. The congestion control is handled either by the source or the destination. 

List of policies used to prevent congestion by Open Loop Congestion Control: 

1. Retransmission Policy: 

It is the policy in which retransmission of the packets are taken care. If the sender 

feels that a sent packet is lost or corrupted, the packet needs to be retransmitted. 

This retransmission may increase the congestion in the network. 

To prevent congestion, retransmission policy and timers must be designed to 

prevent congestion and optimize efficiency. 

2. Window Policy: 

The type of window at the sender side may also affect the congestion. Several 

packets in the Go-back-n window are resent, although some packets may be 

received successfully at the receiver side. This duplication may increase the 

congestion in the network. 

Therefore, Selective repeat window should be adopted as it sends the specific 

packet that may have been lost. 

3. Discarding Policy: 

A good discarding policy adopted by the routers is that the routers may prevent 

congestion and at the same time partially discards the corrupted or less sensitive 

package and also able to maintain the quality of a message. 



In case of audio file transmission, routers can discard less sensitive packets to 

prevent congestion and also maintain the quality of the audio file. 

4. Acknowledgment Policy: 

Since acknowledgement are also the part of the load in network, the 

acknowledgment policy imposed by the receiver may also affect congestion. 

Several approaches can be used to prevent congestion related to acknowledgment. 

The receiver should send acknowledgement for N packets rather than sending 

acknowledgement for a single packet. The receiver should send a 

acknowledgment only if it has to sent a packet or a timer expires. 

5. Admission Policy:    

In admission policy a mechanism should be used to prevent congestion. Switches 

in a flow should first check the resource requirement of a network flow before 

transmitting it further. If there is a chance of a congestion or there is a congestion 

in the network, router should deny establishing a virtual network connection to 

prevent further congestion. 

Closed Loop Congestion Control 

Closed loop congestion control technique is used to treat or alleviate congestion 

after it happens.  

Techniques are used by Closed Loop Congestion Control are: 

Backpressure: 

Backpressure is a technique in which a congested node stop receiving packet from 

upstream node. 

Choke Packet: 

Choke packet technique is applicable to both virtual networks as well as datagram 

subnets. A choke packet is a packet sent by a node to the source to inform it of 

congestion. 
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LAN Technology 

 

What is LAN protocol architecture? 

The LAN architecture consists of three layers: Physical, MAC (Medium Access 

Control) and LLC (Logical Link Control).  

LLC provides connection management, if needed. 

MAC is a protocol for accessing high speed physical links and for transferring 

data frames from one station to another. 

LLC: 

The logical link control (LLC) is the upper sublayer of the data link layer of the 

OSI model  

It acts act an interface between the network layer and the medium access control 

(MAC) sublayer of the data link layer. 

Functions of LLC Sublayer 

 The primary function of LLC is to multiplex protocols over the MAC layer 

while transmitting and likewise to de-multiplex the protocols while 

receiving. 

 LLC provides hop-to-hop flow and error control. 

 It allows multipoint communication over computer network. 

 Frame Sequence Numbers are assigned by LLC. 

 In case of acknowledged services, it tracks acknowledgements 

Medium Access Control/ Media Access Control: 

MAC is the lower sub layer of the data link layer. 

The MAC sublayer acts as an interface between the logical link control (LLC) 

Ethernet sublayer and physical layer. 

A MAC address is a 12-digit hexadecimal number (48 bits in long). MAC 

addresses are usually written in one of these formats: 

 00:0A:89:5B:F0:11 

 00-0A-89-5B-F0-11 

first half of a MAC address contains the ID number of the adapter manufacturer. 

These IDs are regulated by an Internet standards body. The second half of a MAC 

address represents the serial number assigned to the adapter by the manufacturer. 

Ethernet (CSMA/CD): 

Carrier Sense Multiple Access with Collision Detection (CSMA/CD) is a network 

protocol for carrier transmission that operates in the Medium Access Control 

(MAC) layer.  



It senses whether the shared channel for transmission is busy or not, and wait for 

transmissions until the channel is free.  

The collision detection technology detects collisions by sensing transmissions 

from other stations.  

On detection of a collision, the station stops transmitting, sends a jam signal, and 

then waits for a random time interval before retransmission. 

Algorithms 

The algorithm of CSMA/CD is: 

 When a frame is ready, the transmitting station checks whether the channel 

is idle or busy. 

 If the channel is busy, the station waits until the channel becomes idle. 

 If the channel is idle, the station starts transmitting and continually 

monitors the channel to detect collision. 

 If a collision is detected, the station starts the collision resolution 

algorithm. 

 The station resets the retransmission counters and completes frame 

transmission 

 

Ex: let us look at the first bits transmitted by the two stations A and C in the figure 

given below are involved in the collision. 

 

• At time t 1, station A has executed its persistence procedure and starts sending 

the bits of its frame.   

 • At time t2, station C has not yet sensed the first bit sent by A. Station C executes 

its persistence procedure and starts sending the bits in its frame, which propagate 

both to the left and to the right.   

• The collision occurs sometime after time t2' Station C detects a collision at time 

t3 when it receives the first bit of A's frame. Station C immediately (or after a 

short time, but we assume immediately) aborts transmission. 



• Station A detects collision at time t4 when it receives the first bit of C's frame; 

it also immediately aborts transmission. 

 

 • Looking at the figure, we see that A transmits for the duration t4 – t1. C 

transmits for the duration t3 - t2. The protocol to work, the length of any frame 

divided by the bit rate in this protocol must be more than either of these durations. 

At time t4, the transmission of A’s frame, though incomplete, is aborted. At time 

t3, the transmission of C's frame, though incomplete, is aborted. 

Fibre Channel 

Fibre Channel is a high-speed networking technology primarily used for 

transmitting data among data centres, computer servers, switches and storage at 

data rates of up to 128 Gbps. It was developed to overcome the shortcomings of 

the Small Computer System Interface (SCSI) and High-Performance Parallel 

Interface (HIPPI) by filling the need for a reliable and scalable high-throughput 

and low-latency protocol and interface. 

Fibre Channel is especially suited for connecting servers to shared storage 

devices and interconnecting storage controllers and drives. 

Network Connecting devices: 

Hub 

Hub is a centralized device that connects multiple devices in a single LAN 

network. When Hub receives the data signals from a connected device on any of 

its port, except that port, it forwards those signals to all other connected devices 

from the remaining ports.  

It operates only in the physical layer. 

There are two types of the Hub. 

Passive Hub: - It forwards data signals in the same format in which it receives 

them. It does not change the data signal in any manner. 

Active Hub: - It also works same as the passive Hub works. But before forwarding 

the data signals, it amplifies them. Due to this added feature, the active Hub is 

also known as the repeater. 

Bridge 

Bridge is used to divide a large network into smaller segments.  

 

Basic functions of the Bridge are the following: - 

 Breaking a large network into smaller segments. 

 Connecting different media types. Such as connects UTP with the fiber optic. 

 Connecting different network architectures. Such as connects Ethernet with the 

Token ring. 

 

 



Switch 

Switch is a network device that connects other devices to Ethernet networks 

through twisted pair cables. It uses packet switching technique to receive, 

store and forward data packets on the network. The switch maintains a list of 

network addresses of all the devices connected to it. 

On receiving a packet, it checks the destination address and transmits the 

packet to the correct port. Before forwarding, the packets are checked for 

collision and other network errors. The data is transmitted in full duplex mode 

It operates both in physical and datalink layers. 

Router 

 Router is a device that forwards data packets along networks. A router is 

connected to at least two networks, commonly two LANs or WANs or a LAN 

and its ISP's network. Routers are located at gateways, the places where two or 

more networks connect. 

Routers use headers and forwarding tables to determine the best path for 

forwarding the packets, and they use protocols such as ICMP to communicate 

with each other and configure the best route between any two hosts. 

The router is three layer device. It operates in the physical, datalink and 

network layers. 

Wireless LAN Technology: 

Wireless LANs are those Local Area Networks that use high frequency radio 

waves instead of cables for connecting the devices in LAN. Users connected by 

WLANs can move around within the area of network coverage. Most WLANs 

are based upon the standard IEEE 802.11 or WiFi. 

IEEE 802.11(Wireless Ethernet) Architecture 

The components of an IEEE 802.11 architecture are as follows 

1) Stations (STA): Stations comprise all devices and equipments that are 

connected to the wireless LAN. A station can be of two types: 

1. Wireless Access Point (WAP): WAPs or simply access points (AP) are 

generally wireless routers that form the base stations or access. 

2. Client: Clients are workstations, computers, laptops, printers, 

smartphones, etc. 

Each station has a wireless network interface controller. 

2) Basic Service Set (BSS): A basic service set is a group of stations 

communicating at physical layer level. BSS can be of two categories depending 

upon mode of operation: 

1. Infrastructure BSS: Here, the devices communicate with other devices 

through access points. 

2. Independent BSS: Here, the devices communicate in peer-to-peer basis in 

an ad hoc manner. 

3) Extended Service Set (ESS): It is a set of all connected BSS. 



4) Distribution System (DS): It connects access points in ESS. 

 

Advantages of WLANs 

1. They provide clutter free homes, offices and other networked places. 

2. The LANs are scalable in nature, i.e. devices may be added or removed 

from the network at a greater ease than wired LANs. 

3. The system is portable within the network coverage and access to the 

network is not bounded by the length of the cables. 

4. Installation and setup is much easier than wired counterparts. 

5. The equipment and setup costs are reduced. 

Disadvantages of WLANs 

1. Since radio waves are used for communications, the signals are noisier with 

more interference from nearby systems. 

2. Greater care is needed for encrypting information. Also, they are more 

prone to errors. So, they require greater bandwidth than the wired LANs. 

3. WLANs are slower than wired LANs. 
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TCP/IP 

Internet Protocol: 

IP is the main protocol of network layer. 

Internet protocol version 4(IPv4) is responsible for packetizing, forwarding and 

delivery of a packet at the network layer. 

IPv4 is an unreliable datagram protocol- a best effort delivery service. The term 

best-effort means the IPv4 packets can be corrupted, be lost, arrive out of order, 

be delayed and may create congestion for the network. 

For reliable service the IPv4 must be paired with the TCP. 

IPv4 is also a connectionless protocol that uses the datagram approach. 

In this approach each datagram is handled independently and each datagram can 

follow a different route to reach the destination. 

That means the datagram send by the source to destination may arrive out of 

order. 

IP datagram format: 

Packets used by the IP are also called datagrams. 

A datagram is a variable-length packet consisting of two parts i.e header and 

payload(data). 

IP Datagram Header: 

The size of the header is 20 to 60 bytes and contains information on routing and 

delivery. 

Due to the presence of options, the size of the datagram header can be of variable 

length (20 bytes to 60 bytes). 

 



IP header includes many relevant information including Version Number, 

which, in this context, is 4. Other details are as follows − 

 Version: Version no. of Internet Protocol used (e.g. IPv4). 

 HLEN: IP header length (4 bits), which is the number of 32-bit words in 

the header. The minimum value for this field is 5 and the maximum is 15. 

 Type of service: Low Delay, High Throughput, Reliability (8 bits) 

 Total Length: This 16-bit field defines the total length i.e header plus data 

of the IP datagram in bytes. A 16-bit number can define a total length up 

to 65,535 bytes of data. This field helps the receiving device to know when 

the packet has completely arrived. 

     Length of data=total length-(HLEN) *4 

 Identification: If IP packet is fragmented during the transmission, all the 

fragments contain same identification number. to identify original IP 

packet, they belong to. 

 Flags: As required by the network resources, if IP Packet is too large to 

handle, these ‘flags’ tells if they can be fragmented or not. In this 3-bit 

flag, the MSB is always set to ‘0’. 

 Fragment Offset: This offset tells the exact position of the fragment in 

the original IP Packet. 

 Time to Live: This TTL field is used to control the maximum number of 

routers visited by the datagram. To avoid looping in the network, every 

packet is sent with some TTL value set, which tells the network how many 

routers (hops) this packet can visit. This value is approximately two times 

the number of routers between any two host. At each hop(router), its value 

is decremented by one and when the value reaches zero, the packet is 

discarded.  

 Protocol: Tells the Network layer at the destination host, to which 

Protocol this packet belongs to, i.e. the next level Protocol. For example 

protocol number of ICMP is 1, TCP is 6 and UDP is 17. 

 Header Checksum: This field is used to keep checksum value of entire 

header which is then used to check if the packet is received error-free. 

 Source Address: 32-bit address of the Sender (or source) of the packet. 

 Destination Address: 32-bit address of the Receiver (or destination) of 

the packet. 

 Options: This is optional field, which is used if the value of IHL is greater 

than 5. These options may contain values for options such as Security, 

Record Route, Time Stamp, etc. 

ICMP: 

ICMP stands for Internet Control Message Protocol. 

The Ipv4 has no error reporting and error correcting mechanism. 



It depends on Internet Control Message Protocol (ICMP) to provide an error 

control. It is used for reporting errors and management queries.  

ICMP messages are divided into two categories: 

Error Reporting messages and query messages 

The error reporting messages report the problems that a router or a host may 

encounter when it processes an IP packet. 

The query messages helps a host or network manager to get specific 

information from router. 

ICMP message has an 8-byte header and a variable size data section. 

IGMP: 

 IGMP stands for Internet Group Message Protocol. 

It's used to establish host memberships in particular multicast groups on a 

single network.  

IPv4 Addresses 

The identifier used in the IP layer of the TCP/IP protocol suite to identify the 

connection of each device to the internet is called the Internet Address or IP 

address. 

Definition: 

An IPv4 address is a 32-bit address that uniquely and universally identifies 

the connection of a host or a router to the Internet. 

The IP address is the address of the connection not the host or router, because 

if the device is moved to another network the IP address may be changed. 

Notation of IPv4 Address: 

In binary notation an IPv4 address is displayed as 32 bits and each octet is 

separated by one or more spaces or dot as shown below. 

For easier to read it is written in decimal form with a decimal point(dot) 

separating the number which is called as dotted decimal notation is given 

below. 

 

This IPv4 Address is divided into two parts. 

The first part of the address is called prefix which is used to define the network 

id and second part of the address is called suffix which is used to define host id. 



The length is n bits and suffix length is (32-n) bits. 

Classful Addressing 

The 32-bit IP address is divided into five sub-classes. These are: 

• Class A 

• Class B 

• Class C 

• Class D 

• Class E 

Each of these classes has a valid range of IP addresses. Classes D and E are 

reserved for multicast and experimental purposes respectively. The order of bits 

in the first octet determine the classes of IP address. 

IPv4 address is divided into two parts: 

• Network ID 

• Host ID 

 

The class of IP address is used to determine the bits used for network ID and host 

ID and the number of total networks and hosts possible in that particular class. 

Each ISP or network administrator assigns IP address to each device that is 

connected to its network. 

 
 

 

 
Note: IP addresses are globally managed by Internet Assigned Numbers 

Authority (IANA) and regional Internet registries (RIR). 

Note: While finding the total number of host IP addresses, 2 IP addresses are not 

counted and are therefore, decreased from the total count because the first IP 

address of any network is the network number and whereas the last IP address is 

reserved for broadcast IP. 



 Class A: 

 

IP address belonging to class A are assigned to the networks that contain a large 

number of hosts. 

• The network ID is 8 bits long. 

• The host ID is 24 bits long. 

The higher order bit of the first octet in class A is always set to 0. The remaining 

7 bits in first octet are used to determine network ID. The 24 bits of host ID are 

used to determine the host in any network. The default subnet mask for class A is 

255.x.x.x. Therefore, class A has a total of: 

• 2^7-2= 126 network ID (Here 2 address is subtracted because 0.0.0.0 

and 127.x.y.z are special address.) 

• 2^24 – 2 = 16,777,214 host ID 

IP addresses belonging to class A ranges from 1.x.x.x – 126.x.x.x. 

 

 
Class B: 

IP address belonging to class B are assigned to the networks that ranges from 

medium-sized to large-sized networks. 

• The network ID is 16 bits long. 

• The host ID is 16 bits long. 

The higher order bits of the first octet of IP addresses of class B are always set to 

10. The remaining 14 bits are used to determine network ID. The 16 bits of host 

ID is used to determine the host in any network. The default sub-net mask for 

class B is 255.255.x.x. Class B has a total of: 

• 2^14 = 16384 network address 

• 2^16 – 2 = 65534 host address 

IP addresses belonging to class B ranges from 128.0.x.x – 191.255.x.x. 

 
Class C: 

IP address belonging to class C are assigned to small-sized networks. 

• The network ID is 24 bits long. 

• The host ID is 8 bits long. 

The higher order bits of the first octet of IP addresses of class C are always set 

to 110. The remaining 21 bits are used to determine network ID. The 8 bits of 

host ID is used to determine the host in any network. The default sub-net mask 

for class C is 255.255.255.x. Class C has a total of: 



 

• 2^21 = 2097152 network address 

• 2^8 – 2 = 254 host address 

IP addresses belonging to class C ranges from 192.0.0.x – 223.255.255.x. 

 
 Class D: 

IP address belonging to class D are reserved for multi-casting. The higher order 

bits of the first octet of IP addresses belonging to class D are always set to 1110. 

The remaining bits are for the address that interested hosts recognize. 

Class D does not posses any sub-net mask. IP addresses belonging to class D 

ranges from 224.0.0.0 – 239.255.255.255. 

 
Class E: 

IP addresses belonging to class E are reserved for experimental and research 

purposes. IP addresses of class E ranges from 240.0.0.0 – 255.255.255.254. This 

class doesn’t have any sub-net mask. The higher order bits of first octet of class 

E are always set to 1111. 
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